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Chapter 5: Internet Security 

Topics discussed in this chapter:  

- Security and privacy on the Internet 

- Safety online for children 

- The history of hacking 

-Computer crimes 

 

Course objectives 

- To grasp the main concepts related to security and privacy on the Internet. 

- To discuss controversial issues related to the Internet. 

 

Language  

-Grammar: The simple past. 

-Vocabulary: Internet security, username, password, firewall, hacker, cracker, 

cookies, worm, Trojans, spyware, adware, digital certificate, encryption, filtering 

program, decryption, Internet crime, piracy, plagiarism, malware spreading, 

phishing, cyberstalking, IP spooying. 

 

Skills  

- Listening: In this part, you will learn to choose the most adequate answers to 

questions about an interview. You will also learn how to complete the 

interviewer’s notes. 

-Speaking: In this section, you will discuss Internet issues: computer crimes, 

personal privacy, infringement of copyright, censorship, etc.. 

-Reading: This part will help you understand general and specific information 

about Internet security and privacy on the Internet. It will also allow you to find 

specific information in a text about the history of hacking. 

-Writing; In this section, you will summarize a discussion in a Powerpoint 

presentation if possible. 
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1. Warm up    

A. Think about the following questions 

1. What is a hacker? 

2. How easy do you think is it to infiltrate the Internet and steal 

sensitive information? 

3. What is a spyware? 

4. How can you protect your computer from viruses and spyware? 

 

B. Match the following captions (1-4) with the adequate 

pictures (a-d). 
1. A secure website can be recognized in two ways; the address bar 

shows the letters https and a closed padlock or key is displayed at the 

bottom of the screen. 

2.  You have to type your username and password to access a locked 

computer system. 

3. The program displays a message when it detects spyware and other 

unwanted software that may compromise your privacy or damage your 

computer. 

4. Private networks use a software and/or hardware mechanism called a 

firewall to block unauthorized traffic from the Internet. 

 

 

2 Security and privacy on the Internet 

A. Read the text quickly and see how many of your ideas 

from 1A Question 3 are mentioned. 
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B. Read the text more carefully and answer the 

following questions. 
1. Why is security so important on the internet? 

2. What security features are offered by Mozilla Firefox? 

3. What security protocol is used by banks to make online transactions 

secure? 

4. How can we protect our email and keep it private? 

5. What methods are used by companies to make internal networks 

secure? 

6. In what ways can a virus enter a computer system? 

7. How does a worm spread itself? 

 

 

C. Solve the clues and complete the following puzzle. 
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1. Users have to 

enter a……….to gain                 

access to a network. 

2. A………protects a 

company intranet from 

outside attacks. 

3. A……….is a person 

who uses their 

computer skills to enter 

computers and 

networks illegally. 

4. ………..can infect your 

files and corrupt your hard drive. 

5. You can download………..from the Net; this type of software  is 

available free of charge but protected by copyright. 

6. Encoding data so that unauthorized users can’t read it is known as…. 

7. This company uses ……….the techniques to decode (or decipher) 

secret data. 

8. Most……….is designed to obtain personal information without the 

user’s permission. 

 

3 Safety onlinefor children 

A. Listen to an interview with Diana Wilson, a member of 

the Internet Foundation. Which answers (a or b) best 

describe what she says? 

 

1. Parents should make children aware of 

a. The benefits and risks of the Internet.          b. the risks of the 

Internet. 

2. A Web filter program can be used to 

a. Prevent access to the sites with inappropriate content 

b. Rate Web content with labels similar to the way movies are rated) 

3. If kids spend too much time online or suffer from Internet 

addiction, parents should 

a. Stop them using the Internet           

b. b. Look for help from specialists. 
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B. Listen again and complete the interview  

 

4 The history of hacking 

A. Read Part 1 of the text and answer these questions: 
1. Which hacking case inspired the film War Games? 

2. When did Captan Zap hack into the Pentagon? 

3. Why was Nicholas Whitely arrested in 1988? 

4. How old was the hacker that broke into the U.S. defence computer 

in 1989? 

 

B. Discuss which of the cases in Part 1 you had heard of. 

Which do you think is the most important? 
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5. Language work: the past simple 

A. Look at the HELP box and then complete Part 2 of the 

text with the past simple form of the following verbs . 
Show    spread    steal     launch     attempt     overwrite     be     infect     affect  
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B. Read these landmarks in the history of the Internet 

and prepare at least five questions in the past simple. 
Example: What happened in 1960? What did Ray Tomlinson do in 1971? 

 

 

6. Internet Issues 

A. Look at the list of cybercrimes and discuss think about 

these questions 
1. Which crimes are the most dangerous? 

2. Is it fair or unfair to pay the songs, fideos, books ornarticles that you 

download? Should copyright infringement be allowed online? 

3. What measures can be taken by governments to stop cybercrime? 

4. Do you think governments have the right to censor material on the Internet? 

5. Personal information such as our address, safety, and civil and criminal 

records is held in databases by marketing companies. Is our privacy in danger? 
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B. Write a summary of your discussion on PowerPoint 

presentation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


